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Disclaimer

= This room is an unsafe harbour

= No one from Oracle has previewed this presentation
= No one from Oracle knows what I'm going to say

= No one from Oracle has supplied any of my materials

= ... because the technology is currently available and
= works extremely well

= You may rely upon this presentation to make
decisions for your enterprise

This disclaimer has not been approved by Oracle Legal
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Syllabus

= June Presentation Follow-up

= At OpenWorld | replaced Britney Spears with a barrel of
Squid

= Qctober ZFS at OpenWorld
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Oracle didn't the ODA childproof
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At OpenWorld | replaced LL with ...
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Static Puzzle Pieces

RAM Manufacturer & Version

Onboard Drivers 32bit / 64 bit

[ Se rver Sockets, cores, threads - Drivers

Manufacturer & Model Patch Level

Internal Drives Character Set
HBA / NIC Cards Other Apps: Antivirus, Email, TripWire, Netbackup

Kernel Configuration

Manufacturer & Model
O/S Version, File System / RAW

Protocols
SAN, NAS, iSCSI, DASD
Uplink Modules (IB, FCoE, SPF+, 10gEth)

Manufacturer & Model .
Bonding

Patch Level Firmware

R/W Cache Configuration Patch Level

Drives & Drive Shelves Switch Configuration Parameters

Firewalls & Identity Management

Edition
Version

[ Database Patch Level

init Parameters

Character Set

Compression
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Animated Puzzle Pieces
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It's hard to fall in love with a barrel of squid too
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So let's talk about storage

= We MAY want to preserve the 4TB ASM disk for data

= We may want more storage for
FRA, Flashback DB files, RMAN files ...
Clone
Data Masking
Real Application Testing
Staging
Logs
And so on
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LFS
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Choices
= ASM

= Raw devices

= Clustered Storage
= Which one? OCFS2, VxFS, ...

= Non-Clustered Storage

= Non-blocking visibility on both nodes
= dNFS, CIFS ...
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ASM?

= Excellent decision for database storage

= Perhaps not optimal as a file system
ACFS?

= Requires raw disk to be presented to ODA
= Traditional HBA discussion
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Clustered File System?

= Several CFS available for Linux
Need expertise
Wire it yourself

Tech concerns
= File sizes
= File counts

= Still traditional HBA discussion
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Non-clustered File System?

= Local File System

May be suitable for some applications,
= But we have two separate hosts in ODA

Standard Linux-oriented
= Still traditional HBA discussion

= [d]NFS
Vendor: NetApp, Oracle ZFS Appliance
OpenFiler?
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Additional concern — silent corruption

= An undetected or uncorrectable error can occur on
average once every 10-20 TB of data storage OR transfer

In modern systems that could mean a corruption in a little as 15
minutes

= ZedFS was designed to combat this challenge
Checksum on all blocks
Copy on Write (preserve original block, not write in place)
Hot spares in pool
Auto-healing from ZFS mirror

Scrub instead of fsck
= Monthly (or weekly for consumer disks)

Daniel A. Morgan | damorgani2c@gmail.com | www.morganslibrary.org

Oracle Sun ZFS Storage Appliance Presented: Vancouver Oracle Users Group - 15 November, 2012



Additional concern — silent corruption

= An undetected or uncorrectable error can occur on
average once every 10-20 TB of data storage OR transfer

In modern systems that could mean a corruption in a little as 15
minutes

= ZFS was designed to combat this challenge
Checksum on all blocks
Copy on Write (preserve original block, not write in place)
Hot spares in pool
Auto-healing from ZFS mirror

Scrub instead of fsck
= Monthly (or weekly for consumer disks)
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Traditional File System stack vs ZFS

File | m JH { JH ZFS
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Quick Notes
= RAID

ZFS cannot fully protect the user's data when using a hardware
RAID controller, as it is not able to perform the automatic self-
healing unless it controls the redundancy of the disks and data.

Instead, ZFS provides it's own RAID counterparts within the
Storage Pool
= ZFS provides a hot-spare storage pool manager and a
128-bit, Copy on Write File System
= Capacity
Single file: 16 exabytes
Files in a pool: 264
Disks in a pool: 264
Pools in a system: 264
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Where do you want to invest your time and treasure?

= Reinventing the wheel?

= Designing physical architecture?
= Applying one-off patches?

= Becoming Linux security experts?
= Writing shell scripts?

or would you rather be ...
= Managing your applications, users, and data?

= Optimizing your applications to maximize customer
satisfaction?
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ZFS Storage Appliance
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ZFS Storage Appliance

= ZFS file system with advanced error detection and
self-healing capabillities

= Integrated with Oracle Engineered Systems

= Both ZFS Deduplication and Compression or Hybrid
Columnar Compression

= Hybrid Storage Pools

= Simultaneous multiprotocol support across multiple
network interconnects, including GbE, 10 GbE, fibre
channel and InfiniBand

= Integrated with OEM Grid Control
= Web-based storage management
= |ntegrated real-time storage analytics
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What is a ZFS Appliance?

= Enterprise class Network Attached Storage (NAS)
= Choose the size that meets your needs

= Hybrid Columnar Compression (w/o an Exadata)
= Hybrid storage pools for DRAM and Flash caches
= DTrace storage analytics

= Use for
* Backup and Restore @5un
= Cloning
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ZFS Configurations

Sun ZFS Storage Appliance Configurations

Storage 7420

price/performance

4U/disk shelf

controller

Key Maximum Space Write Optimized Read Optimized | Cluster

Requirement Storage Capacity | (Rack Units) | Flash Flash Option
Sun ZFS Low-priced antry- 177 TB ZUfcontroller, | 73 GB M M
Storage 7120 level system with 4U/disk shelf

all software

features
Sun ZF5 Entry-level cluster | 432 TB 1U/controller, | Upto 1.2 TB Upto 2 TB per b
Storage 7320 option for high 4U/disk shelf controller

availability
Sun ZF5 Best 1.73 PB 3U/controller, | Upto 7.0 TB Upto 2 TB per Y
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ZFS Specifications

Sun ZFS Storage Appliance Specifications

Sun 2FS Storage 7120

Sun 2FS Storage 7320

Sun ZFS Storage 7420

Architecture

controller

Processor 1x 4-core 2 4 GHz 2x 4-core 2.4 GHz Intel® | 4x 8-core 2.0 GHz or 10-
Intel® Xeon® Xeon® Processor, per core 2 4GHz Intel® Xeon®
Processor controller Processors per controller

Main memory 48 GB Up to 144 GB per Up to 1 TB per controller

Base Configurations

Configuration
options

+3.3TBto17/7 1B
using either high-speed
(15,000 RPM) or high-
capacity (7,200 RPM)
SAS-2 disks

= Controller contains 11
HDDs and one SSD
cache, supports up to
two additional disk
shelves with 24 disks
each (300 GB, 600 GB,
2TB, or 3TB)

+ 6 TB to 432 TB using
either high-speed
(15,000 RPM) or high-
capacity (7,200 RPM)
SAS-2 disks

= Supports up to six disk
shelves with 20 or 24
disks each (300 GB, 600
GB, 2 TB, or 3 TB) and
up to four optional
write-optimized SSDs per
shelf

«+ 6 TB to 1.73 PB using either
high-speed (15,000 RPM) or
high-capacity (7,200 RPM)
SAS-2 disks

+ Supports up to 24 disk
shelves with 20 or 24 disks
each (300 GB, 600 GB, 2 TB,
or 3 TB) and up to four
optional write-optimized
S5Ds per shelf
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ZFS In The Data Center
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ODA Front
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ZFS 7420

FS 7420
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ZFS Internals

PDU

Dual Controllers

120TStorage
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ZFS BUI

Configuration

Maintenance Shares Status Analytics

© c0zfs742001p

5

MManufacturer
Show Details f,’lj-?f-:'
Sena
Processors
Memary
Disk Shelves
HA ME
= 1235FMD003
&  1235FMDO02
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HARDWARE EYSTEM PROBLEMS LOGS WORKFLOWS

40
Oracle System 932GB (2 disks)
Sun ZFS Storage 71420 Data -
1235FMJOON Cache -
4x2GHz Intelir) Xeon(r) CPU Leg -
ET- 4820 @ 2.00GHz Total 932GB (2 disks)
512GB
MFRIMODEL RPM DATA CACHE LOG PATHS
Sun Microsystems, Inc_fSun Disk Shelf (3A5-2) 7200 54670 - 137GB 2
Sun Microsystems, Inc/Sun Digk Shelf (SAS-2) T200 54678 - 137GB 1
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ZFS Config Services

Configuration Maintenance Shares Status Analytics

SERVICES STORAGE NETWORK SAN CLUSTER USERS PREFERENCES ALERTS

Data Services

< NFS Online
- iSCSI Online
- SMB Online
v FTP Disabled
9 HTTP Disabled
-~ NDMP Online
< Remote Replication Online
- Shadow Migration Onling
< SFTP Cnline
v SRP Dizabled
“ TFTP Disabled
“ Virus Scan Disabled

Directory Services

“ NS Disabled 2012-8-20 17:52:31 U]
Y LDAP Disabled 2012-8-20 17:52:3 U]
@ Active Directory Disabled 9:03

< |dentity Mapping Online 2012-9-20 17:52:33 ¥4
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ZFS BUI

Configuration WV ETH LT ET [ Shares Status Analytics
SERVICES STORAGE HETWORK SAN CLUSTER USERS PREFERENCES ALERTS
About Storage Configuration © Available Pools
storage is configured in pools that HOST : POOL DATA PROFILE LOG PROFILE STATUS
Jﬂi::'f': f;_"if:_j :,c_ o c0zfsT42001p-GENERIC Single parity, narmow stripes - Online
provide gpace that is shared clzfisT42001p:PARTRECOV Single parity, narrow stripes - Onling
across lfiesystems STLONS 025 742001p: CLONEDB Mirrored 2 Online
bl clzfsT42001p: RMANBACK Mirrored Mirrored log Onling
c0zfs742001p:GEMERIC Allocation

Data Profile Single panty, narrow stripes

Log Profile -

Pool Status Online

Data Emors Mo known persistent amors
Scrub Status  Scrub completed: 0 emors

2012-8-24 15:29:46 (MhOm

. = Data 7.88T
Device Status 0emors | Parity 384T
Reserved 128G
Mo dewice faults have been detected in the storage pool

Data + Parity & digks

Spore 0 disks

Log 0 disks

Cachs 0 disks
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ZFS BUI

Configuration

Maintenance Shares

Status

Analytics

Alerts 112 70ta

ALERTS FAULTS SYSTEM AUDIT PHMOMNE HOME

TIME EVENT ID

20125924 15294 u53?14-513—5957—¢12‘5—f5-'5&-&434&h&d2‘ﬂd

2012-5-24 0 28338457 - Beed-43d2-0 42 - 895682 ccbile
2024 151454 ﬂ 480da53dd-T124=cich=dbd 1-c2791717d381

2012524 151453 €D Be2laceD-aEba-47-cbID-FE1bb1bS feBd

) 245108 de-0058-0209-0247 8882015 307
) (a2=7285-40b1-ch50-2250-d 18121144041
Be24 1472544 8 coBicofi-Beel-ebT9-f46e-GeBE51 3o2add

2012924 142330 €9 985500eb-5210-653d-c7 3a-090 110115443
2924 14:2 € 0g51abd7-c4 310304 BISEoieel 11 T0M8E
2012 42330 ) pSTELTES-9125-82d5-a044-b5bctbe 3o an

012-5-24 142316 €9 7344003 5664-44a0. 4107 -d8eabs05033a
) 42a5d18b-348c-B85e-cOnt-ace Bacdd2ic
) h555651h.330b-456a-85 18043000147 3de
&) 50221122-Thel-eAS5c-MH29-daIE 1T faZ 1 T

1az310 ¥ dT0af351.ca2s.chbd-8a54-bEadt 366C8D
€Y 01c51460-069-c85c-d560-e 1082044139
€ 2245e504-220d 4240-caZc dSEL2dI5Tec

i
(=]

&) ddcosiih.east.abTi-53ad-0ca307 540543

L]
=
]
i
¥
i
=
E
i
]
=

142310 ¥ ge514e43 SEI0-6b5E-0203-£31ad44cackls
) corocoft-d4f2-cT6e-sa2b-babfBd03c455
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HARDWARE SYSTEM FROBLEMS

DESCRIPTION
The system has finished scrubbing the ZFS pool 'GENERIC

The system has begun scrubbing the /5 pool 'GENERIC'.
The system has finished scrubbing the ZFS pool RMANBACK
The system has begun scrubbing the ZFS pool RMANBACK .
Metwork connectivity via datalink ixgbe0 has been established.
Full IP connectiity via interface ixgbe( has been established
MNetwork connectivity via port ixgbeD has been established.
Metwork conneciiziiy via datalink ixgbel has been lost

IF connectivity wia interface ixgbel has been lost due to link-based failure.

Metwork connectivity via port ixgbed has been lost.

Full IP connectiity via interface ixgbe? has been established
MNetwork connectivity wia datalink ixgbeZ has baen astablished.
Metwork connectnity wia port ixgbe2 has been established

IP connectivity wia interface ixgbe2 has been lost due to link-based failure.

Metwork connectivity via datalink ixgbe2 has been lost.

Full IP connectivity wia interface ixgbe2 has been established
Metwork connectivity wia port ixgbeZ has been lost.

Metwork connectiity via datalink ixgbe2 has been established
MNetwork connectivity wia port ixgbe2 has been established.

IP connectivity via interface ixgbe2 has been lost due to link-based failure.
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1444 100119

TYPE
Minor Alert

Minor Alert
Minor Alert
Minor Alert
Mimor alen
Mimor alert
Minor alant
Major alert
Major alert
Minor alent
Iinor alert
Minor alent
Mimor alent
Major alert
Major alen
Minor alert
Minor alert
Minor alert
Minor alert
Major alent



ZFS BUI

Configuration

Maintenance

Shares Status

Analytics

Network

Devices

BUILT-1N
W igbi)
M igh1
M igh2
B9 igh3

PCle 3
M ixghel
™ cgbe

PCle 6
 ixgbe?
4 oogbed

PCle T
& ibp2?
B:ibp3
PCle 2
&2 ibp0
= ibp1

Daniel A. Morgan

on Devices, and

other objects. Drag objects to extend Aggregations or IP K

iztonl & Datalinks

&= ighl
o Vi gLl
— & ight
1Gb (ful) via it
¢ ixgbal
&2 ixgbe2
Cusiom
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SERVICES STORAGE

nterfacas on Datalnks. Chck on &

-

LTI G000 _—
ATUCS000]), vl scglhs

WTU{S000
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HETWORK

&

& T

T

SAN CLUSTER USERS PREFERENCES ALERTS
Configuration Addresses Routing
object properties. Selact

& Interfaces 4 total
head1 net & 0

Pv4 siatic, 192 168 40 24822 via igh(
> head2 neti &0

IPvd sialic, 192 168 40 249722, via igh1
o private10gh & W

Pvd siatic, 10.221.112.45/24, via bogbed
o private10gb2 & o

IPv4 siatic, 10.221.112.50024, via togbe?
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ZFS Storage Appliances

Super-Usen@aio-T420¢ LOGOUT | HELP

€ 5un

SUM FFS STORAGE 7420

O quUrammon d enance —  anares o LOLLIS =ipls

Daniel A. Morgan

DAZHEOARD SETTINGS NDOMP
UEEQE pooid) w CPu B % ubl o e MFSw3 0 apafaan in
Skorage
12T Usad
.‘ 1F0T Al
R T wat Tl MR Bl B R
Dadlip: 1x Td Zih &0 = 25h EOmi
Memory oo Metwork 122 byfmainac agine Ll NFSwd 0 opaiamc 10
W23 Cachae
14 463 Urused
1 EIG hgent
a1 Odhes
71 4G Karnal [ | 1 L i |
7d Fdh & T 2t i
Services s
3 NFS @ mrs) . Disk 60T B opaleac o e SMB 0 apalsac i
@ SMB @ FTP
& HTTF @ HDMP
@ Raplicaton @ Shadow I|
| R |
s el i g | |”||| |||H||rll |
= TFTP 9 Antvirus Td h & Td Pah 80m
o NS @ LDAR
—— g e I8CEI (' opefaec 1] “ FC 444 apslsec Jou00
- DHE = iPMaP
= NTP @ Phans
w Dyn Fouling W Tapgs
- BMTP @ SMNP ” H|||‘r| JI || I
& Syalog & Syn ID i _1 III R [ |
-1 id 24h &0m Td 24h fitm
Halld“-am Lo Dl 9872 RECENT ALERTS )
= 20M0.0-14 15:60:3& The systern has begun scrubbing the ZFS pool ‘poold’.
i it 2M0-8412 2201:62  The ZFS pool ‘ooold’ has finished resilvaring.
- E""" = ::'j" AMO-E-1Z 192504 The hod spare 1951QCQ091MHDD 18 has been activated in responss to a disk Biluese or disk removal
- Fan3 = Hal
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20M0-2-12 19:24.50  The number of checksum emors associated with the device "T951QC2051/HDD 12 has exceecded acteptable
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ZFS BUI

Configuration Maintenance Shares Status Analytics
DASHBOARD SETTINGS HDMP
U!'ag!' GENERIC =z CPU 0 %%utd oo feal NFSw3 0 opsisec 10
Storage
B 731K Used
M 10.9T Avad
Compression: 1x
Dedup: 1x Td Zéh Bl m 24h Bl
Memory oo Network 9K bylesises sk st NFSvd 0 opaises 10
B Cache
B Unused
= Wgmt
Othar
B Kernel P | E
Services
e s = Disk B0 opsisac son el SMB I opsises 10
SME FTP
HTTP HDIAP
Rephcation Shadow
SFTP SRP
TFIP Anthinus T e e s = _
HIS LO4AP
AD D Map L 15C 51 0 opa/sec ka FTP 0 byles/sec 0
DHS PHP
NTP Phome
Dyn Routing Tags
SNTP SHIAP
Syslog Sys ID
SSH Td 24h Bl T 24h Blim
Hardware Up <1739
= " system has finished scrubbing the ZFS pool 'GENERIC
L — system has begun scrubbing the ZFS pool 'GENERIC
[ohs Cardy system has finished scrubbing the ZFS pool RMANBACK
e Ec system has begun scrubbing the ZFS pool RMANBACK
“ Cluster
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How Does This Change Our Jobs?
CobTie | loses | Gamns

Storage Time wasted monitoring competing More efficient storage environment as
Admins loads on the storage appliance it is all file system.

balancing competing need to read/write

cache, and allocation of disk.

Network Pain and suffering Time to devote to troubleshooting,

Admins security monitoring, and other value-
added tasks.

System =Gives up appliance root password

Admins =Gives up 2:00am support calls

Database Patching operating system, firmware,

Admins and database as a single unit with
patches previously tested for
compatibility

Your ODA is not a general purpose computer, will
not be hosting files, applications, middleware, etc.
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How Does This Change Our Jobs?

Storage Admin
No longer required

Network Admin
Only required for public network interface

System Admin
Advise on configuration
Install backup agent (ie Networker)
Install security software (ie TripWire)

= DBA

Just like with ASM ... assumes broader responsibility for
deployment and patching

Gives up large amounts of unproductive time debugging
configurations
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Questions

ERROR at line 1:
ORA-00028: your session has been killed

Thank you
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